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Sample Third-Party Service Provider Due Diligence Checklist

Service providers often access, process, or host sensitive and confidential nonpublic information (NPI).  Due diligence processes should be informed by your risk assessment and may vary by the size and complexity of your business.  Below is some general information that should be considered when performing your TPSP due diligence.
· Pre-Engagement Due Diligence Considerations
· Identify services to be performed by the TPSP based upon the scope of work that may require access to the licensee’s IT systems or data, including the collection of personal information.
· Explore options to lower risks by minimizing access to and use of NPI.  Does the TPSP need access to NPI to perform work for your business?
· Review the TPSP’s policies, procedures, internal controls, and training materials to assess the TPSP’s ability to:
· Recognize and manage data security risks;
· Conduct appropriate training and oversight of its employees and applicable subcontractors;
· Comply with your privacy information and security policies; and
· Comply with applicable laws, regulations, and industry standards.
· Review the TPSP’s privacy and data security history, including any regulatory enforcement actions, litigation, and cybersecurity data breaches.

· Develop or use a TPSP Due Diligence Questionnaire or consider using another third-party to perform this assessment for your business that will help you obtain the following types of information about the TPSP (depending upon its size and access to your information systems and NPI, if applicable):
· License Information
· Company Structure
· Biographical Information on Owners and Directors
· References
· Proof of location
· Cyber risk assessment questionnaire
· Penetration test results
· Site visit to assess physical security
· History of data breaches
· Security awareness testing processes
· Key topics to consider requesting additional information on include:
· How the services will be provided, including specific technologies, locations, and IT infrastructure used. Organizations need to understand the technologies TPSPs will use to assess potential data security risks. For example, risks vary based on whether the TPSP will access and use the organization's IT systems, its own systems, or a cloud-based solution. Organizations need to know TPSPs' data processing locations to assess the applicability of various global data protection and privacy laws and regulations.
· Whether the TPSP will subcontract any of the services or otherwise use downstream TPSPs to provide the services. An organization must understand how its data flows and to whom, and should scrutinize the TPSP's own service provider management program.
· Whether the TPSP's current privacy and information security programs are acceptable. Carefully review the TPSP's current privacy and information security programs by considering at least the following elements and how they apply to the proposed services:
· whether the TPSP maintains a reasonable written information security program or similar documentation that lays out its commitments;
· how the TPSP's privacy and information security programs are organized, including key personnel, their qualifications, reporting structure, and access to leadership;
· whether the TPSP's internal privacy and information security policies and supporting processes are consistent with the commitments it makes in any overarching program documentation;
· whether the TPSP has implemented reasonable administrative, physical, and technical safeguards and how it maintains them;
· whether the TPSP performs regular risk assessments to review its data security risks, program effectiveness, and compliance with applicable laws, regulations, and standards;
· how the TPSP addresses any gaps identified by risk assessments;
· whether the TPSP has implemented automated risk assessment and vulnerability management programs, including continuous monitoring;
· whether the TPSP routinely engages in independent third-party assessments, audits, or certifications;
· how the TPSP limits data uses to only those required to provide the services and meet contract terms;
· whether the TPSP has implemented privacy by design principles and practices to address privacy issues, including data use, that may arise in product and services development and maintenance;
· how the TPSP trains its workforce; and
· whether the TPSP's values and culture regarding privacy and information security meet the organization's expectations.
· Whether the TPSP has in place and routinely tests an incident response plan. TPSPs that regularly test their incident response plans are more likely to respond effectively if a data breach or other data security incident occurs. Incident response plans should be flexible enough to accommodate a wide variety of events while clearly assigning accountability for key activities.
· Whether the TPSP has experience with, and its approach to complying with, applicable laws, regulations, and standards. Many privacy and data security laws, regulations, and standards overlap. However, an organization should consider whether the TPSP has specific experience and a documented compliance program regarding the particular regimes and standards that apply to the organization.
· Whether the TPSP has suffered a data breach, or other security incident, and how it responded. Even TPSPs with mature, sophisticated information security programs may experience a breach or other security incident. However, the organization should consider the types of incidents that have occurred, how the TPSP handled them, whether there is a pattern of recurring events, and whether the TPSP has remediated any underlying vulnerabilities or at least reasonably mitigated their risks.
· Whether the TPSP has been subject to any regulatory enforcement actions related to its privacy or information security practices.  Similar to the TPSP's history of security incidents, organizations should consider the types of actions and whether the TPSP has reasonably resolved them, including remediating any specific issues identified by regulators.
· Whether the TPSP can provide references for similar engagements to discuss privacy and data security issues. Organizations may benefit from discussing the TPSP's approach to privacy and data security issues with other customers, especially those with similar data and requirements.

· Ensure your contract with a TPSP includes terms and conditions that protect your organization including:
· A requirement the TPSP comply with all applicable laws, regulations, and industry standards;
· Define and require the TPSP to meet a minimum standard of care based on applicable laws or regulations as well as the licensee’s policies and procedures;
· Permit the TPSP to access the licensee’s IT systems and use its data only to perform work set forth in the agreement;
· Prohibit the TPSP from disclosing or sharing data with any other third-parties without your consent.  Include how to address data requests from regulators and other governmental authorities;
· Require the TPSP to pass the privacy and data security obligations on to any subcontractors the TPSP uses to perform the work required by the contract;
· Require the TPSP to return or destroy, at the licensee’s request, all copies of the licensee’s data on termination of the agreement;
· Define specific security incident reporting and response requirements, including cost allocation and responsibilities for handing data breaches and liabilities;
· Require TPSP to give licensee the right to audit or otherwise review or assess the TPSP’s privacy and data security practices; and
· Include provisions that address risk allocations including:
· Indemnification and hold harmless clauses;
· Cyber insurance requirements, including specific limits; and
· Allocation of costs for regulatory penalties and consumer notifications.
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